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Artificial Intelligence in the wild

AI and Society Course

Previously…

• Several applications of AI in society have raised serious concerns about bias and discrimination 
of minority or underrepresented subgroups, with nefarious consequences to “real people”.



What is a bias?

“Inclination or prejudice of a decision made by an AI system 
which is for or against one person or group, 

especially in a way considered to be unfair.”

Ntoutsi, Eirini, et al. "Bias in data‐driven artificial intelligence systems -- An introductory survey."

Wiley Interdisciplinary Reviews: Data Mining and Knowledge Discovery 10.3 (2020): e1356.
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Examples of Bias: COMPAS

• Used in US court to predict risk of recidivism. 

• According to ProPublica study in 2016:

• Northpointe’s argument: accuracy for white and black is the same (~60 %)

White Black

Labelled higher risk – but didn’t re-offend (FP) 23% 45%

Labelled low risk – did re-offend (FN) 48% 28%
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Examples of Bias: Tay, the racist chatbot
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Examples of Bias: Amazon’s Recruiting

• Feeding historical data over a 10 year 
period, where employee hires are mostly 
male.

• Algorithms find patterns within data, 
creating disadvantages for candidates that:

• Went to certain Women’s Colleges

• Contained the word “women” in the 
resumé, such as “women’s rugby team”

• Privileged resumés included certain 
verbs more commonly used by men, 
such as “executed” and “captured”.
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Examples of Bias: Diffusion Bias Explorer
● Research has shown that certain words are considered more masculine- or feminine-coded based on how 

appealing job descriptions containing these words seemed to male and female research participants and to what 
extent the participants felt that they “belonged” in that occupation.

Hugging Face, Diffusion Bias Explorer

Nicoletti and Bass, Humans are Biased. Generative 
AI is even worse. Bloomberg Technology, 2023.

AI and Society Course

http://gender-decoder.katmatfield.com/static/documents/Gaucher-Friesen-Kay-JPSP-Gendered-Wording-in-Job-ads.pdf
http://gender-decoder.katmatfield.com/static/documents/Gaucher-Friesen-Kay-JPSP-Gendered-Wording-in-Job-ads.pdf
https://huggingface.co/spaces/society-ethics/DiffusionBiasExplorer
https://www.bloomberg.com/graphics/2023-generative-ai-bias/
https://www.bloomberg.com/graphics/2023-generative-ai-bias/


Examples of Bias: Apple’s Credit
• David Heinemeier Hansson had a 20x higher credit limit that his wife despite her having a better 

credit score. Similar story goes for Steve Wozniak.

• Some responses: Gender is not used as input.

• Reflects the problem of proxies: input features might
correlate with gender!
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Examples of Bias: Gender Shades
• Facial recognition algorithms of 3 commercial gender classification systems.
• Two facial analysis benchmarks were used, composed of over 70% of lighter-skinned subjects.
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Algorithmic Decisions

What harms can be propagated?



Algorithmic Decisions
• What is the difference between an algorithmic decision and a traditional decision?

• Think about the 3 components of a WMD (Weapons of Math Destruction) 

• Opacity, Scale, and Harm
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Harmful Effects of Bias in AI Systems
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Allocative Decisions and Allocative Harms

• Allocative Decisions include high impact decisions of resource or opportunity allocation:

• Criminal justice (granting bail, parole, sentencing, crime prediction)
• Human resources (hiring, school admission, promotion)
• Serving of online advertisements (e-commerce prices)
• Loan granting (loan calculation, credit scoring, mortgage lending)
• Fraud and abuse detection (suspensions on social networks)
• Prioritization of medical services (access to medicines, procedures, triage) 

• Allocative Harms are therefore immediately observable and (relatively) easy to quantify, 
since they involve a lack of allocation:

• Loss of freedom (criminal justice)
• Loss of livelihood (work/education)
• Loss of life (medicine)
• Loss of financial opportunity (loans)
• (…)

• In many scenarios, algorithms have the opportunity to improve current policies that 
mistreat underserved communities.
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• Representational Decisions summarize a concept or 
individual with the end goal of answering a question or 
performing a given task:

• (Textual) Search Engines
• Autocomplete Tools
• Image Search and Image Generation
• Language Translation
• Generative Language Models
• Recommender Systems
• Information feeds (Facebook, X, TikTok)

• Representational Harms are not obvious to measure: they evolve over time, shape public 
discourse and perception, reinforce unfair associations, prejudices, or stereotypes, and may 
normalize unfair allocative decisions that affect people’s freedom and livelihood.

Representational Decisions and Representational Harms

• But don’t they reflect real demographics or fields (e.g., nurse vs. engineer)?

• Representational harms reflect the power and social dynamics under which models were fit.
• The question becomes, what should the algorithm return then? (And that requires a framework for justice 

and fairness definitions to be discussed)
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Sources of Bias

Where does bias come from?



Sources of Bias
• Bias and discrimination can creep into our systems at all steps of the machine learning

lifecyle. Each source of bias has its most appropriate mitigation strategies, so it is important to 
distinguish between them: 

Suresh and Guttag (2021). A Framework for Understanding Sources of Harm throughout the Machine Learning Life Cycle
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https://arxiv.org/pdf/1901.10002


Sources of Bias: Historical Bias
• Pre-existing bias reflected in the data, such as representational harms (e.g., stereotypes). This 

means that the data collected from the world as it is (or was) can still inflict harm on a 
population.
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Sources of Bias: Representation Bias
• Occurs when certain parts of the input space are underrepresented: the data is not 

representative of the target population, contains underrepresented subgrouos, the sampling 
method used cannot capture the populations characteristics.

ImageNet contains about 1-2% of images from China 
and India. A classifier for “bride” performs worse in 
under-represented countries.
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Sources of Bias: Measurement Bias
• Collecting data requires design:

Cathy O’Neil, On Being a Data Skeptic. 2013

ProPublica, Machine Bias, 2016

• Do features adequately capture complex notions needed for the decision making? Should those notions be 
used? Is the outcome a well-defined measurement or a biased proxy that reinforces existing inequality? Is 
that outcome worth modeling?

• Measurement bias occurs when choosing, collecting, or computing features and labels to 
use in a prediction problem, related to the problem of proxies. 
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http://www.verigazeteciligi.com/wp-content/uploads/2014/12/being-a-data-skeptic.pdf
https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing


Sources of Bias: Aggregation Bias
• Occurs when a ”one-fits-all” model is used in data where there are distinct groups that 

should be treated differently, leading to the creation of a model that is not adequate for any 
groups or that fits only the dominant population.

Mehrabi et al. (2021). A Survey on Bias and Fairness in Machine Learning.
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Sources of Bias: Learning Bias
• Related to certain model choices that may amplify 

disparities when building a model, such as prioritizing 
overall accuracy over disparate impact. Fairness always 
comes at a cost and we need to define suitable trade-
offs for it (fairness-accuracy, fairness-privacy, …).

Google Research, Attack Discrimination with Smarter Machine Learning. 
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Sources of Bias: Evaluation Bias
• Arises when misrepresentative benchmarks are used to test and compare models. If these 

benchmarks are biased, then the benchmark itself encourages the development of methods that 
only perform well on the subset of data represented in the benchmark.
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Sources of Bias: Deployment Bias
• Occurs when there is a mismatch between the problem a model is intended to solve and the 

way the model is actually used. Systems do not operate outside from society and human bias.

Minority Report, 2002
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Sensitive Attributes and Proxies

Can we avoid bias by removing sensitive information?



Sensitive Attributes and Proxies
• The notion of “Bias” and “Fairness” comes hand in hand with the concept of protected or

sensitive attributes.

• These are the basis of defining groups for which bias/discrimination can occur, often referred
as priviledged/unpriviledged groups or majority/minority groups.

• Protected or Sensitive Attributes are specific
characteristics of individuals that are legally or ethically
safeguarded against discrimination.

• Race/Ethnicity, Gender/Sex, Age, Disability, Religion, 
Marital Status, Parental Status, Pregnancy, Genetic 
Information, Socioeconomic Status, Location.

• Sensitivity depends on context (e.g., employment, 
healthcare, finance, education, marketing, criminal justice, 
housing, insurance).
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Sensitive Attributes and Proxies
• A proxy is a feature (a concrete measurement) that approximates some concept that is not 

directly measured, encoded, or observable. For instance, “credit score” to approximate “credit 
worthiness” or “arrest rates” to measure “crime rates” or “prior arrests + friend/family arrests” to 
measure ”recidivism”.
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Sensitive Attributes and Proxies

• Proxies become problematic when they are poor reflections of the target concept or when 
they are generated differently across groups.  They can be an oversimplification of a complex 
concept (e.g., GPA used as proxy for "successful student"). There can also be problems when 
measuring proxies, if the method or accuracy of the measurement varies across groups.
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Fairness Definitions and Metrics

Individual and Group Fairness



Fairness Definition: What is Fairness?
• “Fairness is the absence of any prejudice or favoritism towards an individual or group based

on their intrinsic or acquired traits in the context of decision-making.” (Mehrabi et al., 2021)

• However, one key challenge is that there is no universally accepted definition of what it
means for a model to be fair, and there is no clear guideline on which fairness measures are the
“best”.

• Fraud predictions: minimize the risk that certain individuals or groups are incorrectly
suspected of fraud.

• School admissions: ensure that each individual or group has the same probability of being
admitted to the education program.

• For each notion, different fairness measures have been proposed. However, it is impossible to
satisfy all of them simultaneously, so framing our problem correctly and choosing
appropriate definitions and measures of fairness is crucial!
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Fairness Definition: Individual vs. Group Fairness

• “Fairness” unpacks several different notions, although the most common are:

• Individual Fairness: Similar individuals should
receive similar predictions.

• Group Fairness: Groups defined by splitting
the population by protected attributes (e.g.,
race, gender ) should be treated equally.

• In practice, it is difficult to find a similarity metric
that measures the fairness degree between
individuals. In this course, we will focus on
group fairness, for which a wider range of
fairness metrics can be studied.
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Group Fairness: Equality of Outcome and Equality of Opportunity

• Group Fairness focuses on the treatment of sensitive groups, frequently considered in 
fairness research. 

• The overall goal is to determine whether the minority group is treated in the same way as 
the majority group. There are two main ways to assess group fairness:

• Equality of Outcome: The outcome distribution across groups should be the same (e.g., 
same success rate for Black, Hispanic, White, and Asian candidates in a hiring system).

• Equality of Opportunity: Different groups should be given the same opportunity (e.g., 
individuals who qualify for a positive outcome should be treated equally regardless of their 
ethnicity.
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Equality of Outcome and Demographic Parity
• Equality of Outcome strives to achieve an equal likelihood of positive predictive outcome 

(success rate). 

• For instance, success rates should be equal for “male” and “female” groups, which 
mathematically is defined as:

• ෠𝑌 represents the predicted outcome (1/0) and 𝐴 is the sensitive attribute (“gender”).
• Overall, this could be expressed as: 

• Considering 𝐶𝑖 as the outcome/class and groups 𝑔𝑖 ∈ 𝐺 (with 𝐺 being the sensitive attribute).

• For instance, considering we are looking for the top 10% candidates to a job and we have 50 
male / 30 female candidates, we would like that 5 men and 3 women are successful.
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Disparate Impact Ratio & Statistical Parity
• Based on the equality of outcome (equal success rates), we can define two popular fairness 

metrics: Disparate Impact Ratio and Statistical Parity.

• The Disparate Impact Ratio (DIR) quantifies the deviation from equality based on demographic 
parity as:

• For our example this would be SRfemale / SRmale, as we normally start with the success rate of 
the disadvantaged group.

• DIR ranges from [0,∞], where a value of 1 is ideal, indicating demographic parity. Deviations 
towards higher (positive bias) or lower (negative bias) values reflects from deviations from fairness 
according to the definition.
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Disparate Impact Ratio & Statistical Parity

• Statistical Parity (SP) considers the difference in success rates rather than a ratio and is defined 
as:

• In our example, this would be SRfemale − SRmale

• Ideally, SP should approximate 0, and in this case positive values indicate positive discrimination, 
whereas negative values indicate negative discrimination (e.g., discrimination for the female 
group).
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Equality of Opportunity and Equalized Odds

• Rather than looking globally at the success rates, the Equality of Opportunity aims to ensure that 
individuals that qualify for a positive outcome are treated similarly regardless of their 
membership to a particular demographic group, which requires the True Positive (TPR) to be 
equal across groups.

• ෠𝑌 is the predicted outcome, whereas 𝑌 is the actual outcome. 

• For the equality of opportunity, the positive class (1) is considered the target and seen as the 
representative of providing an opportunity to individuals (e.g., admission to school, receiving 
a work promotion, being given a loan).
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Equality of Opportunity and Equalized Odds

• Derived from the notion of equal opportunity is the Equalized Odds metrics, which measures 
whether a given prediction is independent of the group of a sensitive attribute:

• Note that now y ∈ {0,1}. Therefore, P( ෠𝑌 =1|G=g1,Y=y) will be the TPRg1 if y=1 and FPRg1 if y=0.

• According to Equalized Odds, both the TPR and FPR should be equal across groups, ensuring
that ML models to not unfairly favor or disadvantage any particular group.

• In our hiring algorithm, the Equalized Odds ensures that:

• The proportion of qualified candidates (actual positives) correctly selected for the job (TPR) is 
the same for all demographic groups.

• The proportion of unqualified candidates (actual negatives) incorrectly selected for the job 
(FPR) is also the same for all demographic groups.
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Average Odds Difference

• The Average Odds Difference (AOD) quantifies the Equality of Odds: 

• It measures the average of the differences between the FPR and the TPR between groups.

• Ideally, it should approximate 0, indicating an identical performance between groups.

• For positive or negative values, it indicates some degree of unfairness (larger values 
represent higher disparities).
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Exercise
• Based on the following classification results, compute the following:

• Disparate Impact Ratio
• Statistica Parity
• Average Odds Difference
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Other Fairness Measures
• These notions of fairness are applied to a supervised context. They identify disparities, not their nature 

or cause, why such disparities exist or whether they constitute discrimination. However, they are 
good conversation-starters for identifying possible inequities and look for reasons why they exist (e.g., 
causal investigations). The goal is not to make the ML model fair, but to make the overall system and 
outcomes fair.
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Fairness Measures: Which Measure to choose?
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Fairness Measures: Which Measure to choose?
• One of the main challenges in fairness analysis is choosing a suitable fairness definition and 

corresponding measure. 

• Each stakeholder might have a different understanding of fairness (e.g., COMPAS case), which 
can hinder the agreement on what it means to be “fair”.

• Each fairness metric has its own goals, opportunities, and constraints, and they are often 
conflicting.

• So how can we approach the definition and selection of a fairness measure?
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Fairness Measures: Aequitas Fairness Tree

https://datasciencepublicpolicy.org/our-work/tools-guides/aequitas/
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Fairness Measures: Fairness Compass

https://github.com/axa-rev-research/fairness-compass
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Mitigating Bias in AI

Pre-Processing, In-Processing, and Post-Processing Strategies



Bias Reduction and Mitigation Strategies
• Generally, methods for fair machine learning fall under three categories:
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Bias Reduction and Mitigation Strategies: Pre-processing Techniques

• Pre-processing techniques address bias by transforming the data before creating the model in
order to remove the underlying discrimination. They do not need to access or modify the model.

• These may include modifying the labels, the observed data, and the weighting of the features. After
de-biasing the data, the models can be learned in the standard way.

Quy et al., “A survey on datasets for fairness-aware machine learning”, Wiley Interdisciplinary Reviews: Data Mining and Knowledge Discovery 12.3 (2022)
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Bias Reduction and Mitigation Strategies: In-processing Techniques

• In-processing techniques address bias by modifying the learning algorithms to remove
discrimination during the training process of the models.

• This may include specifying custom objective functions or imposing fairness constraints. In-
processing allows the highest flexibility to find suitable trade-offs between performance and fairness,
but it requires access to the model (and is also dependent on the type of ML model).

Quy et al., “A survey on datasets for fairness-aware machine learning”, Wiley Interdisciplinary Reviews: Data Mining and Knowledge Discovery 12.3 (2022)
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Bias Reduction and Mitigation Strategies: Post-processing Techniques

• Post-processing techniques address bias by manipulating the output predictions in order to optimize
a fairness metric.

• This is done by finding suitable thresholds for each group that results in equal prediction
distributions. Alternatively, post-processing techniques can directly intervene on a classification
threshold that ensures (or fosters) fair outcomes.

Quy et al., “A survey on datasets for fairness-aware machine learning”, Wiley Interdisciplinary Reviews: Data Mining and Knowledge Discovery 12.3 (2022)
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Bias Reduction and Mitigation Strategies: Fairness Through Unawareness

• If the model doesn’t know the race, sex, age, etc,… how can it discriminate?
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Bias Reduction and Mitigation Strategies: Fairness Through Unawareness

• If the model doesn’t know the race, sex, age, etc,… how can it discriminate?

• Fairness Through Unawareness: refers to leaving out of the model protected attributes
such as gender, race, and other characteristics deemed sensitive.

• However!!!

• Other atttributes that remain unprotected might still be
highly correlated with the protected attributes.

• A race/sex/etc blind model can still discriminate.

• Ignoring meaningful group differences does not
erase inequality but might exacerbate and
perpetuate it instead.

• There is no fairness through unawareness.
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Bias and Fairness

Practice with Python



holisticai: Holistic AI Library

• Open-source tool to assess and improve the trustworthiness of AI systems. Offers a set of 
techniques to measure and mitigate bias.

pip install holisticai

https://holisticai.readthedocs.io
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giskard: Open-Source AI testing library
• Open-source evaluation and testing for LLMs and ML models

pip install giskardhttps://docs.giskard.ai

Example on: https://docs.giskard.ai/en/stable/getting_started/quickstart/quickstart_tabular.html
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fairlearn: Assess and improve fairness of machine learning models

• A Python package to assess and improve 
fairness of machine learning models.

pip install fairlearn

https://fairlearn.org/v0.10/quickstart.html
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aequitas: Bias and Fairness Audit Toolkit for Machine Learning

• Open-source bias auditing and fair 
machine learning toolkit for data 
scientists.

pip install aequitas

https://github.com/dssg/aequitas

KDD 2023 Tutorial: https://dssg.github.io/fairness_tutorial/
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aif360: AI Fairness Toolkit

• Open-source library to detect and mitigate bias in machine learning models.

pip install aif360

https://github.com/Trusted-AI/AIF360

Book Tutorial: https://krvarshney.github.io/pubs/MahoneyVH2020.pdf
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Responsible AI Dashboard: Customized, end-to-end RAI experience

• A collection of integrated tools and functionalities to help operationalize Responsible AI in practice. In 
particular, you can explore the Fairness Dashboard, which allows to understand model’s unfairness 
issues using various group-fairness metrics across sensitive features (powered by fairlean).

RAI Dashboard: https://responsibleaitoolbox.ai/ pip install raiwidgets

https://github.com/microsoft/responsible-ai-toolbox
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Datasets for Fairnes-Aware ML

Exploring bias and fairness in publicly available data



Datasets for Fairness-Aware Machine Learning
• Quy et al. present a benchmark of real-world tabular datasets from fairness experiments.

• They use a Bayesian network to identify the relationship between protected attributes and the outcome,
and further explore bias in data using exploratory data analysis.

• Datasets are categorized by application domain:

Quy et al., “A survey on datasets for fairness-aware machine learning”, Wiley Interdisciplinary Reviews: Data Mining and Knowledge Discovery 12.3 (2022)

• Financial datasets (6): adult, kdd-census-income, german-credit, dutch-census, bank-
marketing, credit-card-clients

• Criminological datasets (3): compas-recid, compas-viol-recid, comunities-and-crime

• Healthcare and Social datasets (2): diabetes, ricci

• Educational datasets (2): student-mat, student-port, oulad, law-school
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Datasets for Fairness-Aware Machine Learning

Quy et al., “A survey on datasets for fairness-aware machine learning”, Wiley Interdisciplinary Reviews: Data Mining and Knowledge Discovery 12.3 (2022)
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